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AUDIT EVALUATION OFINTERNAL CONTROL SYSTEMS

Audit, as a specific type of control, plays a
significant role in the process of evaluation of the effects
related to the development of both private and public-
sector entities. The need for constant enhancement of
its practical efficiency is the principal drive for the
development of the audit theory and practice and provides
solutions to various problems related to its practical
implementation. Despite the development of the audit
technology in the last decades, there are still some
technological problemsand controversial issuesregarding
their practical interpretation.

This is why this article tackles some issues related
to the audit evaluation of the internal control systems
using the audit risk assessment model. The evaluation of
internal controlsefficiency during the audit isan important
element of the assessment of the overall audit risk and a
key factor for the overall auditing process used by the
auditors to achieve a sustainable higher quality of the
auditing activities they perform.

The article reviews the possible theoretical models
for ng the adequacy of theinternal controls systems
of audited entities based on the internationally accepted
audit risk assessment model. It also aims to determine the
relation between the accuracy of the assessment of internal
controls' adequacy and the quality of the audit activities.
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Throughout the discussion we should answer the
following specific questions: What is risk and how does
it relate to audit practice?, What model should we useto
assess the audit risk?; How can we assess the adequacy
of internal controls and will this assessment affect the
overall audit risk assessment?

During the last decade the term risk became popul ar
in both theory and practice. Regardless of the field we
work in, we are trying every day to identify, assess and
manage the risks that may have positive or negative
effects for the achievement of our goals. Thisiswhy we
are often trying to answer the question What is risk and
how can we assess and manage it efficiently?

The risk management theory defines risk as , the
combination of the probability of an event and its
consequences’®. In other words, risks are assessed in
terms of the probability of their occurrence and the degree
of their impact on the goals of a certain activity such as
practical auditing (Fig. 1). Thuswe may determinewhich

risks are significant for achieving the goals of an activity
and what measures should be taken to ensure the
achievement of these goals.

In practice Risk management is usually associated
with the methods, means and techniques to control the
events that would have an adverse effect for the
achievement of the goals. Such adefinitionisincomplete
and incorrect because the eventsthat may have apositive
effect should aso be considered risks. Thisis due to the
fact that risks have dynamic characteristics and can
therefore have negative as well positive effect. In this
article we shall discuss only the risks that have negative
consequences for the achievement of the set goals as
well as the need for risk management mechanisms.

The focus of risk management is the identification,
evaluation and management of identified risks by the
organization’s managers. The main objective of each risk
management system is to methodically address the risks
attaching to the organization’s activities and minimize the
adverse effect thereof by including well-structured and
effective internal controls of processes and activities.

In a purely practical aspect, audit is exposed to
certain risks as well. If they are not adequately assessed
and managed by the auditors, they could impair the quality
of their work and thus jeopardize the achievement of the
purposes and effects of the audit. The identification of
the risks by the auditors is an important part of the
management of each audit. In international audit theory
and practicetherisk that an auditor may issue unqualified
report due to auditors failure to detect material
misstatement either due to error or fraud is known as
»audit risk” and the model for assessing and managing
such risk for each particular audit is known as ,,audit
risk model”.

Audit risk must be assessed and managed due to
the fact that the auditor cannot detect all material
misstatements or conflicting data about the activities of
the audited organization. Thismay be due to objective as
well as subjective reasons. The objective reasons may
be: audit tests mail fail to detect material misstatement
(pool-based audit tests); complexity of the audited
operations; many factors that influence the reliability of
data, etc. The objective reasons may be: the level of
auditor’s qualification and competence; industry and
management pressures, €tc.

1 Seer A Risk Management Standard, AIRMIC, ALARM, IRM: 2002, translation copyright FERMA, 2003

120

Exonomivynuii Bicauk JJou6acy Ne 4 (30), 2012



G. lvanov

This is why Audit Risk (AR) is considered and
essential audit category and should be considered when
we determine the scope and methods of the audit. The
acceptable overall audit risk is usualy a relative value
that reflectsthe auditors’ awarenessthat upon completion
of the audit they will have detected and reported all
existing misstatements in the organization. Since in
practice it is ailmost impossible for them to carry out a
comprehensivereview of all the operations of the audited
organization, the auditors must accept a certain level of
audit risk.

Without entering the theoretical debate on the nature
of audit risk, we may say that it is the risk that auditors
may issue unqualified report dueto their failure to detect
material misstatement either dueto errors, frauds or other
reasons they were not aware of during the audit.

All international audit standards?, regardless of the
types of audit they refer to, point out that to assess the
audit risk auditors should rely on their professional
judgment and then devel op the necessary audit procedures
to reduce the audit risk to an acceptable level.

Theinternational theory and practice defineaudit risk
as a combination of three key components (Fig. 2):

— Inherent Risk (IR) isdefined asthe susceptibility
of an assertion about a class of transaction, account
balance or disclosure to a misstatement that could be
materid, either individually or when aggregated with other
misstatements, before consideration of any related
controls. Inherent are in fact the businessrisksthe audited
entity is exposed to in the course of its activities.

— Control Risk (CR) is defined as The risk that a
misstatement that could occur in an assertion about a
class of transaction, account balance or disclosure and
that could be material, either individually or when
aggregated with other misstatements, will not be
prevented, or detected and corrected, on a timely basis
by the entity’s internal control. Control risk is assessed
in terms of the level of efficiency of the entity’s internal
control system.

— Detection Risk (DR), also known as procedural
risk. This is the risk that the procedures performed by
the auditor to reduce audit risk to an acceptably low level

MEDIUM HIGH
RISK RISK
a Low influence | Strong influence RISK ASSESSMENT IN
8 High likelihood High likelihood TERMS OF TWO CRITERIA:
=
-1 » CONSEQUENCES
g LOW MEDIUM > LIKELIHOOD OF
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Fig. 1. Risk portfolio
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Fig. 2. Audit risk components

2Such as the International Audit Standards, the International Standards of Professional Practice in Internal Audit, the International

Standards of Supreme Audit Institutions
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will not detect a misstatement that exists and that could
be material, either individually or when aggregated with
other misstatements. Detection risk reflectsthe probability
assumed by the auditorsthat despite the audit procedures
they have performed and the data they have collected
there still might be some material misstatements. This
risk isrelated to determining the scope of audit activities
and the evidence that must be collected during the audit.

The audit risk model shows the relations between
these components. There are two practical approaches
for assessing audit risk®;

— Intuitive (qualitative) — this approach is more
popular among auditors that are less prone to apply
statistical methods for assessment of the audit risk. With
this approach the auditors estimate the level of risk on
the basis of their professional experience, knowledge on
the business and the management, and personal informed
judgment.

Theintuitive approach to assessing the audit risk is
based on assessment of its elements aswell asthe overall
aduit risk in terms of three categories—low, medium and
high. The interrelationship among the IR, CR and DR is
illustrated in Table 1.

— Quantitative — this approach is based on
mathematical models for assessment of the audit risk
using the interrelations among its constituent elements,
i.e. the so-called probability multiplication rule or
assessment of the residual effect of risks. It can be
expressed mathematically as[1]:

AR=IR X CR x DR [1],
where: OP is the audit risk;
IR isthe inherent risk;
CR isthe contral risk;
DR is the detection risk
The international practice has assumed that the
overall audit risk should not exceed 5%, i.e. the level of

audit adequacy (accuracy) should be at least 95%
(100% — 5% = 95%). The level depends on the test
methods used during the audit procedures. This is why
the overall audit risk level is determined by the auditors
prior to commencing the audit and considering the specific
characteristicsof the audited entity, audotprs' professional
competence and the policy of the audited entity.

In this respect the assessment of audit risk depends
on the assessment of the detection risk (DR). Thus we
are able not only to determine the effectiveness of the
audit plan but alsoitsfeasibility (rationality). Inthissense
the level of detection risk will determine the quantity of
evidence the auditors will need. The acceptable quantity
of evidence is inversely proportional to the level of
detection risk — the lower the risk, the greater volume of
auditor’s work and evidence will be required and vice
versa. DR level is calculated as[2]:

DR=-2" 1,
IR=CR
where: OP is the audit risk;
IR is the inherent risk;
CR isthe control risk;
DR is the detection risk
Here we should refer back to one of the questions
raised above — How can we assess the adequacy of
interna controlsand will thisassessment affect the overall
audit risk assessment? Auditors very often face the
guestion ,, To what extent the internal control system
established and implemented by the management of the
audited entity is adequate and to what extent can they
rely on it when performing the audit procedures?
International standards® define internal control asa
process related to activities and operations that are
considered risky by the entity’s management. It is
implemented using certain resources of the organization.
Its effects are defined in terms of its contribution (added

Table 1

Theintuitiveaudit risk assessment method

Auditor's assessment of

the inherent risk (IR) CR —high

| Auditor's assessment of the control risk (CR)

| CR—medium | CR-low

| Auditor's assessment of the detection risk (DR)

| IR —high | DR-low | DR-low | DR-medium
| IR — medium || DR-low || DR —medium || DR —medium
| IR —low | DR—medium | DR-medium | DR-medium

3See: Tepxayn, H., ITox [Ix. Cmurt u P. AGxenmayep, ,, MexayHapOoaHu OAUTOPCKHU CTaHaapTH , u3l. ,, Mkonomuka npec”, C., 2009, p. 153

4 Source: http://www.bg-ikonomika.com/2010/11/9 337.html

5 See: Internal Control — Integrated Framework ,, COSO”, Committee of Sponsoring Organizations of the Treadway Committee, Jersey

City, NJAICPA, 1992
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value) to the achievement of the goal s of the organization
at the optimal level of costsit requires. These effects are
not always directly measurable (e.g. asincomefrom sales,
reduction of direct production costs, etc.)

The internal control system operates through the
internal controls effected by the entity’s management.
They are devel oped and effected in order to minimize the
consequences of the inherent risks and maximize the
efficiency of entity’s processes and operations. Inherent
risk may be defined as the probability of non-compliance
of processes and activities. It may arise from poor
performance in terms of compliance with the adopted
standards or in terms of the achieved results before
consideration of any related controls. The inherent risk
may be measured in terms of the harm/damage the entity
would incur from the event.

Thelevel of risk, i.e. the risk vulnerability (V) of a
process or an activity depends on the probability of
occurrence of the event (P) and the severity of itsadverse
effects (S) and is calculated asV = Px S.

Entity’s management must decide (according to its
risk ,,appetite” (tolerance) which inherent risks should be
management by means of internal controls in order to
minimizetheir impact to an acceptable low level knownin
the risk theory as ,residua risk”. The adequacy of the
interna control ismeasured interms of the valueit addsto
the organization's value by improving its processes and
operations, i.e. by reducing the level of itsresidual risk.

Themain criteriafor evaluating theinternal controls
are their efficiency and effectiveness.

Effectivenessis defined asthe degreeto which entity’s
objectives are achieved in terms of comparing the actua
and the expected results. The effectiveness of the internd
controls of an organization may be assessed in terms of the
degree of minimization of the inherent risks (IR) and the
reduction thereof to theacceptableleve of residual risk (RR)
for aprocess of an activity. A greater degree of minimization
of the inherent risks and their reduction to the acceptable
level of resdua risk would mean a better effectiveness if
the internal controls and vice versa. The degree of
effectiveness varies between 0 and 1.

The effectiveness of the internal controls may be
estimated both as an absolute and as arelative value. As
an absolute valueit isthe difference between the assessed
inherent risks of the processes and operations and the
residual risk after the controlsare effected (i.e. the absolute
reduction of the expected harm/damage from the
process/activity) using equation [3]. Asarelative value it
isthe risk reduction ratio calculated as:

Ek =IR — RR [3

Ek=1- RRXIR 4],

where: Ek is the effectiveness;
IR isthe inherent risk;
RR isthe residual risk
Efficiency isdefined asthe degree to which entity’s
objectives are achieved in terms of the resources used
for effecting the internal controls in the organization.
Efficiency is measured by comparing the degree of
achieving the objectives and the resources (material,
financial, human, etc.) used for achieving them. The
efficiency of the entity’sinternal controlsis measured in
terms of the return on the costs made for effecting them.
Using the popular return on investment (ROI)® ratio, we
may calculate their efficiency as [5]:

Ef — {m—iﬁ]—c (51,

where: Ef is efficiency;
IR isthe inherent risk;
RR isthe residual risk;
C are the costs
The efficiency of the entity’sinternal controls may
be considered from still another point of view — the
allowablelimit of costsfor effecting the internal controls
compared to the expected maximum utility (the expected
maximum added value) thereof using equation [6]:

ACL — EMU -
(1+Ef) !
where: ACL isthe allowable cost limit;
EMU isthe expected maximum utility;
Ef isthe efficiency

The above models for assessment of the adequacy
(operating effectiveness) of the internal controls are
applicable to those inherent risks that are significant for
the audited processes and activities of the organization.
To assess the adequacy of the internal controls the
auditors may use the specific audit procedures known
as tests of control. These are planned activities that aim
to assessthe (operative) adequacy of the controlseffected
for prevention, detection or correction of significant non-
compliances of processes, activities or operations.

Prior to planning and performing these audit
procedures the auditors should consider the following
factors:

— First — the reasons for assessing the risk of
significant misstatement of a specific process, activity
or operation due to:

probability of significant non-compliance
resulting from the specific characteristics of the process,
activity or operation, i.e. inherent risk (IR);

6 See: Lenskold, James.Marketing ROI. American Marketing Association, The McGraw-Hill, 2003, pp. 157 — 185
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the presence of controls, i.e. the control risk
(CR). Inthisrespect theauditorswill rely on the operating
effectiveness of the controlsto define the type, duration
and scope of the audit procedures and therefore should
check whether the controls function effectively.

— Second — the level of risk assessment, i.e. the
detection risk (DR) because it will define the volume of
auditor’s work and the plausibility of audit conclusions.

* k%

In conclusion | will outline the possible , benefits”
for the auditors if they perform these procedures for
assessment of the control risk within the audit risk model:

— First — They will have a comprehensive view of
the implemented internal control system of the
organization. Thus they will eliminate the problem with
the intuitive assessment of the control risks within the
audit risk model.

— Second — They will be able to define accurately
the degree of effectiveness and efficiency of the tested
internal controls for any given process, activity or
operation and thus will achieve a better accuracy of the
assessment of their awareness of the audit procedures
they perform.

— Third — They will improve the quality of their
audits in terms of the accuracy of the assessments and
conclusions of their audits.

References

1. I'epxayn H., ITon Ix. Cmur u P. AGxenmayep,
»Cucremu 3a BprpemieH koHtpon .— C.: ,, IkoHOMuKa
mpec”, 2009. — 412 c. 2. Lenskold, James. Marketing
ROI. American Marketing Association.— N.Y.: The
McGraw-Hill, 2003. — 346 p. 3. Internal Control —
Integrated Framework ,COSO”, Committee of
Sponsoring Organizations of the Treadway Committee. —
Jersey City, NJ: AICPA, 1992. — 214 p. 4. CtaHgapt 1o
ynpasienue Ha pucka, AIRMIC, ALARM, IRM: 2002,
tranglationcopyright FERMA, 2003. — 324 c. 5. Me:xny-
HAPOIHH CTaHJIapTH Ha BEPXOBHHUTE OMTHA HHCTUTYIINH.—
C.: m3a. INTOSAI, 2008. — 278 c. 6. PbKOBOACTBO 110
MEXIYHAPOIHU CTAHIAPTH 332 ONUT M KOHTPOJ BBPXY
kagectBoro, CMOCCHC kM M®C. — C.: u3g. UJEC,
2009. —334 c. 7. IIpodrecnOHAIHYU IPAKTHKH 10 BHTPE-
men oxut, Thell AResearchFoundation. —C.: uszn. UBOB,
2009. — 512 c.

IBanoB I'. Ouinka cucTeMH BHYTPillIHbOTO KOH-
TPOJIO IPH ayAuTi

Ayt sIK KOHKpeTHa (popMa KOHTPOITIO Ma€ CyTTEBHUIA
BIUTHB Ha OLIHKY 3((eKTiB pO3BUTKY i Oi3HEC-OpraHizariii
B [IIJIOMY, 1 613HEC-0OpraHi3aiiil myOIiYHOTO CEKTOPY €KO-
HOMIiKK. He3anexxHo Bii MOCTyHanbHOTO PyXy B pO3-
BUTKY TEXHOJIOTI] ay/IUTy B OCTAaHHI JACCSITHIITTS, HABITh
3apa3 BCe IIe MOXKYTh OyTH BUSIBJICHI IEBHI TEXHOJIOTIYH1
HEY3TODKCHOCTI, 1 He ICHY€ €TMHOTO MOVISIIY MO0 IXHBOT
IpaKTHYHOI iHTepIpeTamii. Y cTaTTi 30cepeKeHo yBary

Ha MUTAHHAX, TIOB’ SI3aHUX 3 OIIHKOIO €(PEKTUBHOCTI CUC-
TEM BHYTPIITHEOTO KOHTPOJIIO ITPH BUKOPUCTAHHI MOJETI
JUTSl BA3HAYCHHS ayIATOPCHKOTO PU3HKY MPH TPOBEICHHI
ayauTy. Y CTPYKTYpHOMY IIJIaHi PO3IIISTHYTO MOYKITHBI Te-
OpEeTUYHI MOJIEIIi OIIHKU €(PEeKTUBHOCTI CUCTEMH BH/IIB
BHYTPIIIHBOTO KOHTPOJIO B 00’ €KTaX, IO Mi/UISTal0Th
ayJIuTy, HA OCHOBI MPUHHATOI B MXKHAPOJHIN MPaKTHUITL
MOJIEITi ayIUTOPCHKOTO PUBHKY.

Kniouosi cnosa: aynut, KOHTPOJIb, CUCTEMA, Opra-
Hi3allisl, pU3HK.

HNeanoB I'. Onenka cucreMbl BHYTPEHHEr0
KOHTPOJISI IPH ayAnTe

AyanT Kak KOHKpeTHast popMa KOHTPOJIS OKa3bIBACT
CYIIECTBEHHOE BIIUSTHHE Ha OIICHKY 3(p(hEeKTOB KaK OT pas-
BUTHS OM3HEC-OpraHM3aIUH B IIEJIOM, TaK M OM3HEC-0pra-
HU3aLUH TyOIUYHOTO CeKTOpa SKOHOMUKH. HezaBrucumo
OT [TOCTYNATENHOTO ABMKCHUS B PA3BUTHU TEXHOJIOTHH
ayIuTa B OCIICAHUE NEeCATIICTUS K HACTOAIIEMY MOMEH-
Ty BCE €IIIe MOTYT OBITH 0OHAPYXEHBI HEKOTOPHIE TEXHO-
JIOTUYCCKUE HEACHOCTHU, IO KOTOPBIM HE€ CYHIECTBYET
€IMHOW TOYKU 3PEHMs B OTHOLIEHUU UX MPAKTHUUECKOU
HHTEPIPETALUH.

B crarbe cpokycrpoBaHO BHIMaHHE HA HEKOTOPBIX
U3 BOIIPOCOB, CBSI3aHHBIX C OLICHKOH 3 QEKTHBHOCTH CH-
CTE€M BHYTPEHHErO KOHTPOJIS ITPU UCIIOJIB30BaAHUH MOJIE-
JIVL JITSL OLIPE/ICTICHISI ayTUTOPCKOTO PUCKA TIPH IIPOBEIe-
HUU ayauTa.

B cTpykTypHOM IIIaHE pacCMaTPUBAIOTCSI BO3MOXK-
HBIC TEOPETHYCCKHE MOACTH OLCHKU d(PPEKTHBHOCTH
CHCTEMBI BUIOB BHYTPEHHET'0 KOHTPOJIS B 00BEKTaX, TO/I-
JIeXKAIINX aylUTy, Hd OCHOBE BOCIIPHHATOH B MEX/IyHa-
POAHON PAKTUKE MOAEIH ayTUTOPCKOTO PHCKA.

Knrouesvie cnosa: aynut, KOHTPOJIb, CHCTEMA, Opra-
HU3AIIHs, PUCK.
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Audit, as a specific type of control, plays a
significant role in the process of evaluation of the effects
related to the development of both private and public-
sector entities. Despite the development of the audit
technology in the last decades, there are still some
technological problemsand controversial issuesregarding
their practical interpretation.

Thisiswhy this article tackles some issues related
to the audit evaluation of the internal control systems
using the audit risk assessment model.

The article reviews the possible theoretical models
for assessing the adequacy of theinternal controls systems
of audited entities based on the internationally accepted
audit risk assessment model.
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